IR Service Key

User Manual

Information contained in this publication regarding device applications and the like is provided only for your convenience and may
be superseded by updates. It is your responsibility to ensure that your application meets with your specifications.
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Installation

All required software and drivers should be provided by our representatives.
If not so, please, request them by Your device serial number. It is visible even with
no drivers installed, using built-in Windows applications. Open Device Manager by
right-clicking “My Computer” and after that click “Properties” - “Hardware” -
“Device Manager”. Select “IR Service Key” - “Properties”. Select “Details” tab,
“Device Instance id”.
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Value, marked with red color on above screenshot is Serial Number of Your device.
Example here is for Windows XP, but on Windows Vista or Windows 7 it is similar.
Choice of operating system is up to You, but Windows XP is always recommended
for it's native compatibility with most of USB devices, used for hardware and

engineering tasks. Anyway, stable version of USB libraries are provided by
Microsoft for Windows Vista and Windows 7.
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There are many applications, which are able to show information for USB
devices. Official software for such tasks provided by Microsoft Corporation is
UVCView.x86.exe. Running it with “Show Config Descriptors” option enabled gives
required information. Older USBView.exe configured in same way, gives same

result.
] USE device viewer MmN
File' Options | Help
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4 E_ N [ a [

Devices Connected: 2 Hubs Connected: O

Value, marked with red color on above screenshot is Serial Number of Your device.

Provide that Serial Number to our representative and You will receive
compatible software. Have in mind, that software is compiled for Your device,
hence using incompatible, patched, modified or third-party software may lead to
undesirable consequences. Always use trusted providers only!

After installing drivers, software is ready to use. If it doesn't start, probably
You do not have device plugged into USB port or driver's installation failed.
Application starts only if compatible hardware is connected. IR Service Key is

powered by USB, so no external power supply is required.
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Instructions

Click “Read” and insert IR Service Key into EIS, like inserting ordinary key.
Do not hurry to do it - software will wait infinitely and reading process will start
when EIS recognizes key inserted. At this stage, You could detect EIS power coil
malfunction - if interface is plugged in and it doesn't detect electromagnetic field
and doesn't start reading process, this means EIS has either “presence switch” or
“power coil” defect. It is common malfunction, which leads to expensive repairs -
programming new keys, replacing EIS unit, etc... In fact, it is easy to re-solder or
repair power coil if You know it has failed.

Remove IR Service Key from EIS when task is completed - keeping it there
for long time causes overheating of inductor inside EIS, which powers the key. This
may lead to malfunction - it is Your responsibility to observe proper conditions for
EIS. On completion of task screen will look like:

H IR Service Key

Hash Life Model
E = | 204 <] Read |
| - BIEIE |50 R

= BB [ oed || |07 LastKey

| Bl [0l | 02 Previous Key

5797 B o | >>>
| BEWE oo || W Initislized

| BB [ oe0 || @ TPislease

|72 B&lE [1ooc0 || W Personslized

B Magic ~ Save v Activated

Hash fields contain current data from EIS. In it's EEPROM few hash records
are stored for each Key track, but only one is relevant and it is displayed here.
That valid hash has it's “Life” counter - it is same as “Life” counter of MB key, and
both decrement simultaneously when MB key is inserted in EIS. Starting value is
196607 when MB key is new and decrements when MB key is used. Difference in
“Life” counters of EIS and MB key are rare, but it may lead to car unable to start.
Contact our representatives for IR Key Programmer device, which helps solving it.
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Car comes with several keys - it is visible which ones are used and how
many times - simply subtract “Life” counter of hash from 196607 and You will get
the result. In example above Key 1, which was last used on that car as displayed,
was used 196607 - 184618 = 11989 times. Previously used Key 2 had been
inserted in EIS 196607 - 191365 = 5242 times.

Sometimes when MB Key is lost, or for other reason, it is necessary to
disable that key to prevent it's future use. Whether key is enabled or disabled is
shown with green or red color of corresponding Key label.

Car has total eight keys and above information for current hash, lifetime and
status is given for each of them. So called “Magic” hash is also known as “Green”
or “Orange” key, used by MB workshops for security related operations. Those
includes disabling/enabling keys, adding new keys to car, changing data in EIS,
etc... Accordingly EIS changes it's status, which is shown by software. New EIS
comes from factory with some data pre-loaded and it's status is “Initialized”.
Completing all needed tasks for adapting that EIS to car, changes status to
“Activated”, with “TP release” and “Personalized” changed in that process.

All information read, could be saved with button “Save”. Text file is created
in sub-directory “backup” of current directory, where software is located. File has
unique name, containing SSID (unique 32-bit identifier) of EIS and current date
and time. This way You could read and save EIS data many times without worrying
of files being replaced by newer ones. Each time “Save” is clicked it is disabled
and only reading EIS again enables it. So, no duplicate records will be stored in
“backup” folder. By SSID or/and date/time, contained in file name, You could easy
find record you need from all stored in backup directory and view it with Notepad.

[ 600EB1D4_201401041B82116.1xt - Notepad

File Edit Format View Help

Model 204

S=ID: 600EBLD4

Initialized : wyes

TP release @ yes

Perzonalized: wes

Activated IoyES

Previous Key: 02

Last Key 0l

Koy Hash: GEDDASSBEFEZ7BEEA Life: 184618
Key 2 Hash: 0O5CSEALALEGAASEC LifTe: 191345

'_'.

Key 3 Hash: 4E447FECQL74BEGSD Life: not used
Key 4 Hash: SE9352678%978AEDS Life: not used
Key 5 Hash: BY97Bl3644E15BFY Life: not used
kKey & Hash: S881DC14E0A3ALSDC  Life: not used
Key 7 Hash: E7BCSCZ928462BAE Life: not used
kKey 8 Hash: 722A1136017329565 Life: not used

Magic  Hash: 276BDOS432A8BE2Z
read by SH# @ IRSKOOOO
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After above reading, software creates two folders (or re-uses files already
present there) - “backup” and “EIS”. Files are created in sub-directories of current
directory, where software is located. Files has unique name, containing SSID
(unique 32-bit identifier) of Key and current date and time. This way You could
read EIS data many times without worrying of files being replaced by newer ones.
So, no duplicate records will be stored in “backup” folder. By SSID or/and
date/time, contained in file name, You could easy find record you need from all
stored in backup directory and view it with binary editor software.

File  Edit “iew Favorites Tools  Help :,"
- 'l ‘—-\I ! b
@ Back s Iﬁ /- Search - Falders
Address i|ﬂ backup fa | 5o
E == . Mame = Size | Tvpe Date Modified
File and Folder Tasks | L GO0EBIDY_20140104152043. .. 1KE WLCmediafile (.bin)  1/4/2014 6:20 PM
E] GO0DEEID4_20140104152116..., 1kE Text Dacument 1/4f2014 6:21 PM

{J Make anew Folder

@ Publish this folder ko the
Web

& share this Folder

It is very important to note, that if You want to use the provided files for
generation of new Keys or adaptation of ESL, then FIRST You should read EIS with
IR Service Key and then read EIS Password with our product IR Key Programmer.
Please, contact our sales representatives regarding it for having full set.

It is important the reading order and should be obeyed in all cases, when You
need complete “HC08”-format file for processing by standalone Key generation
software. If You use online services, then that order is not important and You could
process provided files further.

File Edit Miew Favorites Tools  Help ﬂ'
= . &) = o
@ Back. J Iﬁ e Search i Falders
Address |{J EIS v| 50
e ——— "~ Mame -« Size | Type Date Modified
File and Folder Tasks £, GO0EE 104, bin 1EE  WLC media file {.bin) 1j4/2014 6:20 FM
4% BO00EB1D4_HCO03.bin 1KB  WLC media file .bin) 1/4/2014 6:20 PM
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And here is how looks the file for online processing:

H Hex Workshop - [600EB1D4. bin]

File Edit Disk ©Options Tools  wWindow  Help

==& - e W B mm B SLOFD BAE =
S o0 » B2 E2 A | &+ - = % <P A al g2 o

oooooooo EF&E‘E 2Z7FE 3BAS DDGE BCAS 6A18 16Bo C905|..'.:..n..Jj.....
QO000010|9DBe 4B17 EOFF 444E DSAE 7889 6752 939E|..E...DN..z.gR..
Q0000020 |F95B E144 36E1 97B7 DC15 3A0A 4EC1 1D88|.[.DE.....:.H...

00000030 |AEZ2E ARZE 299C BCET B529 7301 3611 Z2ATFZ|.+.().l.e)s.6.*r
nooooo40|Z2B8 A3z 94D0 pEZ7 0000 0000 0000 oooo|"..2..k'.....e...
Qo0oo0050 |600E B1D4 00OF 3F R 7

Please, note that data at address 0x48 is blank - that is already commented
“EIS Password” for which You have several options to be filled, depending on the
EIS, being read.

If it is Motorola-based EIS, You could read the processor EEPROM with vast
choice of available equipment. It depends on the software, You are using to read
EIS dump, to find exact place of those 8 bytes in EIS dump. For different EIS
models also exact location is different. You have two options when generating key
- read the EIS and take password bytes from the dump, or generate Your own
sequence of 8 bytes for key and put these bytes into EIS dump.

For NEC-based EIS units, You could obtain “Fixed password” by reading it
from key if it has ROM version 57, using our IR Key Programmer. NEC MCUs with
that ROM version usually has marking 567897081 or 00040229 on the case, but
could be different also.

The same option applies to Motorola-based EIS units if they have the new
type “Chrome” key, which has ROM version 57. It is not a rare to work with such
EIS, which has 3™ party made “chrome” keys or same, obtained from MB dealer.

For any additional information for NEC Keys version supported by IR Key
Programmer currently and expected updates, please, contact our representatives.
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Extended functions

Click “>>>" located between “Model” and “Status” tabs (marked in red).

| Fey 4 l_ Frevious Key
| e Status @
| Key 6 I Initialized

New window will open and “Device identification” tab will be automatically
filled with data, read from EIS. If IR Service Key was not inserted into EIS, software
will ask for that, prior to reading any information. Any field of that information
could be re-read at any moment by simply double-clicking at it's label. In example
“SSID” field is to be read again (clicked label marked in red). Software invites for
insertion of IR Service Key, because it is not plugged into EIS when not performing
useful tasks. Please, note again above mentioned cautions regarding EIS inductor
and overheating, caused by prolonged activeness.

IR Semvice Key Extended o -
Device identification
Serial ND.|9D' s Schliezsung Mo ||:":I ””””””””””” Jod
[ TP Key [C2Looiiioioinssit

Ingert Kew...

Special Functions
IR bytes to zend

. HeadEEpiom 1| | [len  Send |

IR bytes received

| Save |
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Except device information much more of EEPROM could be read, clicking at
appropriate button at “Special Functions” tab. Data, which is allowed to be read
from EIS will be saved in sub-directory “backup” in binary format. File name is
assigned “EIS_EE” containing SSID (unique 32-bit identifier) of EIS and current
date and time. Precautions are same as before - easiness of searching and
indexing file amongst all. Your favorite hex-editing software could be used for file
viewing. Example here is:

H Hex Workshop - [30 . _ ___FIS_EE_20120208230032.hin] (SN . ]

File| Edit Disk| Options  Tools Window Help (=] [T] [x]
= o dS e B mm B SLOFD BF O
S o~ oo S22 EXR A | B Y+ - = s % g ] AT Al FA 05 ;
00000200 |079E 0255 OAZF T-.27. __ " 7C_ _19C O77FF|...U. z%¥....... i
0o00oo0z10(0021 OE.. ~—~— —°°T “*T0 S51A7 OFF1 OOFF|.!.~ ...... 0.....
00000220 (FFZ. oo 7777 7777 7DE0 0°0F N0TT OTTSR L7 LKL ... ... ?
0ooooz30(8c™" __ZZ 77T TTO9 OF9A IIT. JTIF Lald|..a ... s
00000240 [BET® ~r T 2407 07T g OQQTT TTCT LY a0 5.4 ... .. 7..5.
00000250(2321 ..o, - 22 ZIFF FFID T_.o ooJdS L 3B(#1.. [...7]7. ...
goooozeo|olc. . . —°TT 7T 3F FEC7 Cene .o ] BE|...1...7u...0.F.
00000270 |FFFF FF~- _.~~ ~~~~ AGOS ~"~~ ~°"1 "TBE|...... ["'1'44"53
gogoozeo|oze: ~t o7 Tt TT ToD3 1407 nmas onwm 20 TLo WL ... ...
00000290 [0E2F 77 ¢ sowo 9257 D70 . cew . o FF T3F L7083 Wo ... ... ?
000002A0 (DEC. . ..., ~71C 7D80 OFT ~°77 7777 ~g0|....¥X.}...... I
O00002BO|CDE . ooee —_09 OF9& O0u: wwce -t 04|, ... ... .. .. rEI
000002C0 (351, - 7. -...3 OOFF FFiL Lioe c-J0 _321(5.4...... 7,05, #1
nnnnn2nnigir- ... ... NAOFF FFAF GNI7F. v -8 N105E [ =0 b

3017 TTCE

Format of EEPROM depends on model chosen and is predefined by selection
made before opening “Extended” window. Above screenshot is W204 dump.

Another useful functionality is ability to send custom commands to EIS.
What should be written in “IR bytes to send” is command in hexadecimal format.
Also number of bytes You want to send should be filled in decimal format into
“Len” field. Clicking “Send” button results in transmitting of command via IR and
receiving response if such exists. Not all possible commands have appropriate
response. Be careful with that function - experimenting with EIS is fun, but
consequences and responsibility are only Yours.

Example will be given for that functionality - as discussed above Key 1 has
lifetime counter of 184618. Hexadecimal representation is 0x2D12A. To simulate
that valid Key 1 is inserted into EIS, command “24” containing corresponding SSID
and lifetime lesser by one have to be send.
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So 0x2D12A as counter will be transmitted in known for EIS format.
Response “26” is received as shown below:

IR Senvice Key Extended o
Device identification
Serial Mg, 307+ == v o 40 Schliessung No. [ i Y
S§ID |30 0CE TP Key |C2E0- 5C
Inzert Key...
Sending...

Special Functions
IR bytes to zend

ReadEEprom | [2453. . cc.ooC8  [0B Send

IR bytes received

|2I3D 9262300 2540361 Save

Clicking “Save” button will produce text file, logging request and response.

a IR_RSP.txt - Notepad aMNe
File. Edit Format  View Help
model 204
S5ID: 30_.._.CH
IR hytes sent D08 245300 ____ .C8
IR bytes received: & 264 CES33165E9 BACF
sent by SH#E @ BLo___.40 Life: 73 %
A

Remark: Some EIS models could be read only if it is mounted on car or
connected to diagnostic software, which keeps them “alive”. Powered-on-only EIS

goes to “sleep” mode if no data is present on CAN bus, and reading it is not
possible!
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